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@re in the

right place! This

2ine has 19 comics

explaining impor‘l‘ani’
Linux concep+s

... Sminutes loter ...

oh wow ' That's
not so complicai‘ed.
T want 1o learn

ore no /
m now ¢ bg Julia. Evans

https:/jvns.ca
twitter. com/bork
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UNIX permissions

L_\

There are 3 'Hnn S you
con do 16 a §i le

ls -1 File.tx¥ shows

rw—-  rw- r--  bork staff
‘ oy 1 1 1
reQd write QXQCU'}'Q (user) (group))
reaﬁoknwri+e reaj?urn“e r:::d
File permissions are 12 bits

Here's how to inter pret the output:

Vou permissior\s

se’fu'\‘s sefgid

J vser g(OUP OJ\
O00 110 110 100
sticky rw X rwx rw x

For F. \es
= can read
w = can write

% = can execute
For directories it's qpprox‘.ma’telg:

O in binarj is b
So

rw -

(L O

6

r— —
100

L_l

r-—
10O

L.i

chmod 644 file +x+

means c\nanae +he
Permissions +o:

setuid offects
execurobles
$|s-\ /bin/Pin%

r'WS r-x r-x root root

+his means pmS Q\wasjs
runs as root

setqid does 3 different
unrelated things for

executables, directories,
r = can |ist files rw—- r—— (-- and reguloc i.;eas
W = can create Files N %‘-'
A = can cd into £ access Files Simpte : s’ror ORI




an omo.zing dicectory:

5

E\/e,rc:3 process on Linux
has a PID (process I D)
like 42.

/proc/PID/cmdline

c.onr\mand line
argumen’rs the process

wos stacted with

/proc [PID lexe

symlink o +he process's binary
magic : Works even if the
binar5 has been deleted !

In /proc /472, +hecels o
l.o')' of VERY USEFUL
informecdion obout

/proc !/ PID/environ

all of the processt
environment voariables

/ proc/ PID /status

Ts the program running or]
asleep? How much memary

to see the list of Files for
process 42.

These Stamlinks are also magic
£ You can use them to recover

List of Processlj memory
maps. Shaced libraries,
heap, aNoNYMOUS Mafs, etc.

process Y49 is it using? And much more”
/pcoc /P\D /lstack LA
P ond = more
Directory with every file  |IThe kemel's current stack Look ot
the process has open? for +he process. Usefol if || -0 &
it's stock in ol system call
Run L oan Peo

for more information!

deleted filesw




5ys’rem calls

6

The Linux kernel
has code +0 do
oo lot of +hmgs

read from a
hocd drive

creote new
process

change file
Permissfcms

kil £
process

moke network
connections

keyboard
orivers

your program doesn't know

how +o do those things

.2l TCPT dude I have no
idea how that works

o

NO I do not know
how Yhe exty filesystem
is implemented T just
want +o read some files

P(ograms as\ Linuy

+o0 do work for them
using Ssystem callsz

program
{switch to runninﬂ kemel coded

done ¥ T wrote
1097 bytese L(’ux

{program resumes®

P\e.ase write
4o +his file

e\rer<3 Progr&m uses
system calls

Python

P(Oa(d/"l

T use the ‘open’
Syscall fo open

files

Savq
p(o Braﬂ\

C program

ond everyy system call
has oo nomber
(eg chmod is #90 on x86_6Y4)

So what’s actually going
on when you change a
file's permissions is

run
syscall #90
program With these
arguments

Linux

You can see which system
calls o program is using

with

§ strace s /tmp

will show You every

system call “\s' uses!
it's really fun'l
stcace is high ovechead

don't run it on your
Production dotabase




signo.\s

7

TH you've ever used

7 kill\

Uodve used signqls

e

process

he Linux kernel sends
‘dou( process sienals in

lots of situations

+
+erm.na+e
ille q\
the +imer Yoo
set eXP‘(ed SESmeM—ahon
'FauH‘

lf\S‘\'rud'l on

YoU con send signals
Yoursel with the Kill

Syﬁem call or command

SIGINT  C4rl-C ) yacious
SI6TERM Kill levels of
SIbKILL kill -9 “die"

S\bf\-\UP kill -HUP

often intecpreted as
“reload config", eg by nginx

Everts 5“3“0\ has o default
action, one of:

ignore
@ Kill process

@Dk Il process AND

make CO(Q dump File

] stop process

resome process

Your program can set
custom handlers for
almost o signal

m ok' T'll clean™S
‘% ST Lp then ex;-\-‘

Y process
excepTiONs:
SIGSTOP § SIGKILL
can't be isnored
30‘|‘ ™

SIGKILLED

Si%na\s can be hard

4o handle correc-H% since
they can happen ot
ANY +ime

\&’ 00 hand\ing o s.‘gna.l
SURPRISEY %

another &gna\




file descriptors

8

Unix s(jg’rems vse

in’regers to track
open files

'@@en %:oo.@

process

okas! that's
file #7 for
30u.

these in+e3ers are colled
file descriptors

leof (list open filesY will
show YOU o process's open files

$lsof -p qaug « P10 wete

ED NAME inferested in
\ O /4 ev/pts/+ty1
/dev/pts /+ty1
3 pipe:2q17y

/home. / bork. /owe et
5 /+mp/ Wesome Tx

FD s for file descrip‘\'or'

file descriptors can
refer to:

- files on disk

-+ pipes

> Sockets (network connections)
= terminals (like x<term)

? devices (your speaker? /dev/null!)
? LOTS MORE (eventd, inotify
signalfd,epoll, e ¢ etc)

Not EVERYTHING on Unix
iS o File, but lots of +hings ace

\When \you cead or ucite
to a file/pipe/

network
Connection

You do +hat using o file
descri ptor

connect +o
3oos\e .com

¥

Let's gee how some simple

Python code works under
the hood -
Px/-l'\r\on:
£ = open (*File 4wt ™)
f. read lines ()
Behind the scen es:

open file.txt

U
Py+h
here ace

Sty
program file 2 Y
the contents!

ol

(almost) every process
has ? sYondacd FDs
s¥din O

stdout » 1
stderr » 2

“read from s¥din
means

“read from the file
gescrip’ror 0"

could be a pipe orfile or terminal




pipes

Se‘\'s written to the pipe
faster than it's cead, the buffer

will ;i“ LJP‘ (nbii!i!!ilczb
When the buffer is full , wri‘-es
to @ will block (wait) until the

IF we dies, the pipe

will close and s will be
sent SIGPIPE. By default
SIGPIPE terminates your

reader reads. Thisis normal £ ok Y

PfDCQSS.

Sometimes You want to send|| & f_P_; 1S O paur Uhen Is does
the ovtput of one process O magical , W) e
to the i_npgj’ of anocther ’F'(})Q descrlp‘fors wrlJre(@, hi )
@ @ WC can read it!
pipe pipe T
$ QS l we _x input output reqd(@ )
53 &S /Iwc\ \\h- "
S*dm @ 4$+dou’r bi pes are one-way. —»
pipe You can't write +o @.
Linux creates a buffer what if your nomed pipes
for each pipe +arge+ process dies? $ mkfifo my-pipe
&S\ butfer N W 1 g’% This lets 2 unrelated
6 doto waiting \@ 7N N\, processes communicate
to be read
T dota g e

‘H\roush a pipe |

o

£ =open(. Iy - ppe\
faucite (hit\n")

'F open(. /m3 ppe\
{ readline) & wnir™




sockels

10

nefworking profocols
are complicated

whot if T
just want to
download

A[Unix | Tl toke care of it?

Unix s%erems have
on API called the
“<ocket APT" +hat

makes i+ easier to make

network connections
(Windows too ¥ 1L

you don't need o
know how TCP works,

[

here's what getting
o. cot p{d’ure with +he

socket API locks l\ike:
@ Create o. socket

£d= socket(AF-INET, SOCK - STREAN
@ Connect to an TP/port
connect (£4 [ 12.13.14.15-20)

@ Make o request

write (£0, “GET /cat.png HTTP/L

@ Read the response
cot-picture = read (fd ...

@3 RTTP librory vses

sockets under +he hood
fy

%)
{ curl awesome.com ¢/ffs@
Python: reques’r S. %e‘\' (“yay- us*)

Oh, COO\I I COUld
Write oo RTTP

librory, too if T
wonted.* Neot¥

* SO MANY edge cases

AF_INET?
What's +hat?

AF_INET means basico.llcé
“infemet socket™ it lets qou

connect +o other computers

on +he internet using Hheir
IP oddress.

The main alternative ig
AF_UNIX (*unix domain socket")
for conned-ins fo programs
on +he same Computer—

2 Kinds of internet
(AE. INET) sockets:

SOCK_-STREAM = TCP

corl uses this
Sock.DGRAM = UDP

T
dia (ONS) vses his
SOCK- RAW = just leF me

T senA P pQCKE‘\‘S
pi;e vses T will implement
is

though 1 &L

my own protocol




UNix domain sockets

'

onix domain sockets
are fileg.

$ file m\njsock . sock
socket

the file's permissions
determine who can send
data to the socket

—H\e& let 2 programs

on the same computer
communicate.

Docker uses Unix domain
sockets, for example

P
@ GET /container AT

request
Here you go ¥ y

There are 2 kinds of

oniX domain sockets :

U like TCPYV Lets
Yyou send o
continuous

stream of by‘l‘es

‘aly
¥ om like uopyY
Send discrete
chunks of data
oD o

advantoge 1

Lets You Use file permissions
fo estrict access +o HTTP/
database services |

chmod 600 secret. sock

This is “""‘3 Docker uses
Q uniX domain socket @
perml‘SSa‘an

j‘ m ron ewul D“
~ J \container —

denied
Linux

qdvan+03 e 2

UOP sockets acent q\ua(ds
relioble (even on the same
Compu+er),

LNiIX domain doc\‘a%ram
Sockets are reliable ¥
And won'treocder ¥

0®
J

T can send date
ond L know: i+l
orrive

advan+a3e 3

You can send o file
descriptor over o. unix
domain socket.

Useful when \r\andlin3 untrusted

inpui FilesY
<%
here's o file vide
@ T downloaded
from sketchy.com) |

Sand boxed
process




T
what’s in a i process:? 2
P1D USER and GROUP | [ ENVIRONMENT SIGNAL
VARIABLE S HANDLERS

process # 129
reporting for
du+t3 '

wWho are vou
runmn% os”?

like PATHY you
can set them with:

{ env A=wval -/pcogram

T ignore
) SIGTERM ¥
T shot
down safely!

shared libracies!
the p(ogram's binary!
mmaped files!

Sometimes LOTS

[C]
WORKIN G PARENT PID COMMAND LINE | OPEN FILES
DIRECTORY PO 1e((ini+\5 ARGUMENTS Everﬂ open file has
is ev %Oﬂe .
Relative paths (./blak) .P\D acestor | see them in an offset.
are r.e\a{-fve to the /proc /P10 /cmdline T've read $000
working d.red—oﬂ;\.[ bytes of +hat one
changes it. @P\D 29
MEMORY THREADS CAPABILITIES NAMESPACES
heap! stack! = {Im in +he host ]
N somehmes one - I have network name I
CAP. PTRACE, s

ell T have
CAP_SYS_ADMIN

(I have my owﬂ)
nomespoce ¥
pace conhme(
PfOCESS




threods

13

Threads let cL process
do many different +hin35
ot the same trime

threads in the same
process share memory
Tl weite some

00 disﬂ's of T

-t\\re.on.d 1 +o Ox129420 in memor3

PFOCQSS :

Hhread 1

T'm colculating

ten million d.‘:?;i-s

of w1 sofun'

oh ol that's where

g g‘n Finding o T wos putting my
EALLY BIG&

thread 2 prime number?

prime numbers

thread 2

and Hnet.s share code

| coleolatre_pi

A~
A——

find- bis_ prime _number

buot each +hread has its

own stack and +hetj can

be run blj diffecent CPUs
ot +the same +ime

vy [oo)

1 threod primes threod

Shqring memory can cavse problems
(race condd—consﬂ

memorté

Tm going +o
add 1 4o that
number ov

Same. Yime

®

WRONG.

'
RESULT : 24% ¢hould be 25V

wh‘ﬁ use +hreads instead
of stacting o new process?
-+ o thread tokes less ¥ime

40 create

-» s\rw-'ns dota between threads)
'S very easy. But it's also
easier to make mistakes
with threads

you weren't suppose
it +o CHANGE that datal

+hread 1




+ ood‘ins poinf I

o double is 64 bits weird double orithmetic
ii%ﬁ ixPoneM— jcr%&im 52 - 257- (the next number after
lootiol1 loo1ol1 10011011 |001IOI 1 2 +0.2 «— co 52
10011011 |g_ouou Ioo1011 10011011 | 2> s 2 +l§
-1023
2 x |.frac ’ + F = « (the next number after
That means there are 1 is 1+ _:1:5_z
qu doub|e5 2000_ . .F F ... . Z
The bi33e5+ one is about 2{ 'l'_ lr_\ l_;“ ? - mF'm‘hlﬁ s o double
1023 INTiNiTY - inTimTY “— e "
g) 3 = nan nan = "not o number
. ther T o+ onlu h doubles are scar
Qoubles %i 'FQ; bi ovascript ony has and their ari-}km?-h'c
Opact as they get bigger|| doubles (no integecs ) is weird
n n+\
between 2 and 2 there S g*kgs " —
are olwa S 251 b\QS, 9 ‘ esre vers ogicall
v ! y dou 90071992547404Q49 Jst ondecsiand hows
venly space S g5l ‘H’\eb work and don't ?
Lse inh 53
'de' mea{:gs +he 6r(1)e><'\" double C]Oo7qu25'*| 740992 .se 989(5 over 2
after 2°°is 2%%eq. . ” In Savascript w
N1 same number ! uh oh'!
252




'Fi\e buﬂerins

15

T printed some text
but i+ didn't appear
on the screen.whﬁ??

time to learn about
-ﬂushing! %

On Linux you write to
files® terminals with

o system call called
v Write e

please write " T @ cats”
}o file #1 (stdout

CheyT-0

Linux

T/0 libraries don*t
always call write
when \vou prini‘

printf (" T @ cats”);

AL Tl woit for o newline

print£ (before actvally writing

This is called buf-?ering and
it helps save on syscalls

3 kinds of buffering
(defau\ts vary by library)

M None. This is the
default for stderr

@ Line bu‘FFering.

(write after newline). The
default for tecminals.

@ “Loll” bu’?-?e(ing.

(write in bia chonks).
The defaolt For files
an pipes.

‘Flus\'\m% E‘g

To force your IO libraro
to write everything if
has in its buffer right
now, call £lush?

/1 J TN call write

stdio

when s ysefol Yo flosh
— when writing an
intero.ctive prompt Y

Python example:
prin‘l’ (‘\ PQSS\:JO('A < ") -Hush z TFUQB

—* when you're writing Yo a
pipe / socket

P(‘OS( om

no seriously, o.m

write to that pipe
please




memory ollocation

|6

Your program hoas

meN\OrL\ﬁ
———— |O0MR Pregrom
bina.rs
| F— 3M6 staclk

S87MB h?&p

the heap is what

Your allocator
manages

Your memory olMocator

(malloc) is responsible
for 2 -Hr\ings.

THING 1+ keep +rack of

whot memory is vsed /free

m vused
587 MB O free
| Y////////

' A-V/A-f////lfl//i-lfll/lllll/}
ﬂ'////////ﬂ///ﬂ.?/////i

Y izzzze

Thine 72 Ask the 0S
for more memory ¥

W 7/ 7z, 72V m vsed
i VN YOz W 7777741 © $ce e

oofohno IT'm beins asked

for 40 MB and I don't
malloc have i¥

v can T have
60MB more?

=

oS

your memory
allocator's interfoce

malloc ( size_t size)

allocate size bytes of
memory 4 retuen oo poini'er‘ to it

free (void™ poim‘er\
macrk the memory as unused
(and maybe give back +o +the 0S)

realloc(void™® pointer, size.t size)
ask for more /less memory for pointer
Calloc (size-t members, gize_t size)

allocate array + initialize to O

malloc tries to fill in
unused space when you ask
for memory

YOU"’ can I have 512
Lcode bytes of memory?
malloc
W7/

7
VI Yoo 1977074
' /;{////////I///ﬂ-f/////i

malloc isnt fmagics
it's just a function?

you can a\wa(js .

—* Use o Jdifferent malloc
|ibrar5 lik e

Or (easy 1)

—+implement your own
malloc (harder)

Your new memory §




virtuol memorcx

| 7

your computer has
p\mjsic_a\ memoryy

! ) memol‘ %Q

0 204-PN S0D\MM DPORD

Ry

Physical mem ory has
oddresses

O-3G6GR
but when your program

re’?erences an add ress
like Ox Sc694242

, 4
thot's not o Physical
memory address ¥
I+5 a address

every progrom has its
own virtual address space

an Oxl?."ISZo —» “puPPI‘eSU

program

2
E“ Ox 124520 —+"bananas’
Program

2

Linux kee ps a. mapping from
virfual memory pages to
ph'jsico.l memory pages called

the " page table”

% o “po.se" is a. Ykb san?e\;imes
chunk of memory /'yager
PID virtual addr physical addr
1971  Ox20000 Ox142000
2310 Ox 20000 Ox 22 %000
2310 Ox21000 Ox978%000

when your program
occesses o virtual address

T'm accessin q
— Ox 21000

CPU

..
—/

MMU
“memor
Management
uni$ "

oof T'Il look +hat up in
the page table and
then access +he right
Physical address

hacdwace

every time you switch
which process is running,
Linux needs to switch
the page table

hece's the address of
— process 2950 's page table
Lin

1<l

thanks T'U use
that now 1
M™MU




chored libraries
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Most progroms on Linux
Use a bunch of C libraries

Some popular libraries:

openss| sqlite

(for SSLY)  (embedded 3bT)
lib pere 2\lib

reqular (ozip?
egpressions[\ =P \
libstd cet

(C++ standocd library 1)

There are 2 ways
+o use any lib(ar\cj

@ Link i+ into your binanj
7 = s

b'S bmarb with lots of things?

@ Use separate shaced

I braurues

«all different

Dro%rams like this :

rcode S‘i“m

ore called “Si'o:\'icalltj linked"

2lib

oind programs like this:

your code’ Sq\i’re‘

are called “dynamicall
! h:?ked

how can T +ell whot
Shared libraries a
Pfogram is usm3

$ 144 /usr/bin /cuc)

lib2.c0.1 = /1ib/x86.64. .
libresolv.so.2 =» ...

|ibc.so. b =>...

+3Y more Y

T gota “\i Brarb not

L Files
"Found error when runnmj

;g my bmars "

IF you know where the
ubrarg |S “’rS seHmS
the Lp_ LIBRARY.PATH

environment vacioble

@

dynamic
|mker

oo (LD_-LIBRARY- PATH
'}ells me where to lookY

Where ¥he dynamic
linker looks

@ DT- RPATH in your executable

@ LD- LIBRARY_ PATH
@ DT. RUNPATH in executable
@ letc/18.50.cache

(run ldconfia -p to
See contents
® /b , lusr/lib




COpY on write
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On Linux, you start
new processes using

the fork () or clone()
575+em COJ\

callin% fork gives you
& child process that's
0 copy of you

process's memory
ul N memory, the child will foo ba5ica|15 atallV
porent child

the cloned process

has EXACTLY 4he same
W\emor%

— same heap
— same stack

—* Same memory mops

if +he parent has 368 of

Copying all thot memorg
every time we fork
would be slow and o

often processes call
right aftec fork

which means the

don't use +he parent

so Linux lets +hem share
physical RAM and on(b
copies the memore
wWhen one of +hem
tries +o write .

@ ITd like to r_\nange
process +hot memory

Linux does this b‘j
giving both the processes
iéer\\'ica\ poge tobles

~® Same o—
RAM

bot marks every page

ok T'll make you

Linux

s read onluj

when o process tries

to write +0 a shared
memory oddress

O there's o Spage faolts
@ Linux makes o copy

of the page & updates
+he pagpe fél-odnle.P
the process continues,
blissfull5 ignorant

) ee (IH's just like T have
MY own copy




poge faolts

10

every Linux process has
a poge table

* page toble &

virtual memory Physical memary
oddress oddress
Ox 19723000 Ox 1422000
Ox 18724000 Ox 422000
0x 1524000 not in memory
Ox 1844000 Ox4a.000 read only

SOme pages are marked
as either

*read or\lg
*not resident in memory

when you try to access
o page that's marked
“not in memory, that
friggers o 1 page fault!

whot happens during
& page foolt?

— the MMU sends on
if\+errup“'

~* your program stops running

—* Linux kernel code +o handle
the page fault rung

T'll fix the problem and

let your program keep
runninag

“notin memorcj" u&.:allb
means the doto. s
on disk ¥

virfuel memory

Having some virtual memory

that is ad'ua\\tj on disk is

(Drun out F RAM

R AV 2277 \,\s \>‘

Oisk. - ZZZIL !
@D Linux saves some RAM
data Yo disk

RAM-
dis K -z lm ]

® mork those pages os
“not resident in memary”

virtual memory

>

how swap and mmap work

24
RAM  pmmmmmrA——

houw swop works
(@D When a program tries to access

in the page toble not Lesidens

the memory there's o f _*;“‘3;
© [~ XS]

@ time to move some
Limox Ldobo back to RAMY

virtual memory

RAM
® if this happens a lot your
program gets VERY SLow/

,o I'm always wo.u'-l-u'ns for doto,
) (4o be moved in £ oot of RAM

\




MMM o

D
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whot's mmap for?

T want +a work, with
o. VERY LARGE FILE
but i+ won't Fit

in memoryy

(mmop = “memory mop")

\When you mmap o file, i+
qets mapped ints your
program’s me Mo

load files lazily
with mmap

278 2 18 of
file ::/;’rua\ memary
but nothing is ACTUALLY

read into RAM until you
+f'j To access the memory
(how it works : page faoltsY)

how to MmmMmap
"N PyHnor\
mmap
-f: open ( " HUC)E +X'\' ”\
mm= mmap.mmap (£ £ilenol), 0)
X this won'+t read +he
file from disk ¥

Finishes ~instantly.
print (mm C- loco:1)

‘H\isﬂhwu'll read only
+he lost 1000 bytes?

impor

sharing big files
With mma.p
@"\ we oll want+ to

— — read +he same SileV
__ )

-

Even if 10 processes
mmap o file, it will only

be read into memory
yoncl @

You Too eh”. no problem
T olways mmap, so

thot file s probably [ 9y

loaded into memory
\reod

d\/namfc linking

Uses mma.p
T need to
program use libc.so.6

C standacd librars

namic
linker

ononymous memary mags

- not from o file
(memory set to O by defadlt)

= with MAP_ SHARED, you can
use +hem to chace memory

with o subprocess




Mo page sections n

man pages are split LP man page SQC'I'iOﬁS
into & sections
(D programs @ system calls
OCOROEB®D® |
$ man grep $ man sendfile
$ man 2 read $ man s $man ptrace

means “get me the man page (@ C functions @ devices

for read from section 2” § man PrinH: $ man null
There's both $ man fopen for /dey/null docs
— oL program called \ read @ ‘Fi\e formats @ 8ame5
— and o system call called read $ man sudoers not super usefol.
<0 for letc/sudoers $man s|
¢ mon 1 read $ man proc IS -Funmﬁ if you have

files in /proc 1 sl though.

$ d miscellaneous sysadmin programs
mon 2 rea explou‘ns concepts?

%ives Yoy o different man page from

If you don't specifb a section, man will $ man F pipe $ man CLP"'

look. -H\rough all the sections £ show
the first one 1+ finds

$ mon F symlink $ man chroof




\Want o learn more?
I "\ighl% recommend

this book — 8

Evers chopter is o readoble,
short (Usually 10-20 page)

explananation of o Linux system.

T used it oS o reference

constantlu when writin
this z.‘ne.Lj 3

I it because even though
it's huge and comprehensive
(1S00 pages "), the chap‘ferﬁ
are short O\né self - containe
and ity very easy fo pick it
Lp and learn SOME‘}L\inak

THE LINUX
PROGRAMMING
INTERFACE

MICHAEL KERRISK
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